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Purpose and Scope

This white paper is intended to be an accompaniment to Ohio IT Policy IT-B.3, “Password and Personal Identification Number Security.” The policy document describes the state’s overall requirements regarding the selection, use and management of authentication technologies and strategies. This educational white paper is designed to provide a deeper understanding of the most commonly used authentication strategies and assist state of Ohio personnel who may be responsible for acquiring, implementing or monitoring passwords and personal identification numbers (PIN) in understanding the technology and strategies available.

Introduction
One of the most important elements of network security is authentication. Making sure “you are who you say you are” helps prevent the unauthorized use of the network and IT resources as well as preserving the appropriate level of confidentiality for all of the data. 

There are several ways to perform the authentication function, but the most common is a password or PIN. There is nothing that demands that a password has to be a word or that a PIN has to be a number. To the technology used to confirm them, they are the same thing.

The origin of password use cannot be cited definitely. One of the earliest recorded uses of pre-arranged “passwords” was by Roman sentries of Julius Caesar’s 10th Legion on duty in Gaul to verify that those approaching their defenses at night were actually part of the Legion. Today, passwords are used every day to authenticate us not only into our personal computers but into our employer’s network and into our bank account. 

Technical Discussion

Identity Management
Passwords and authentication are a part of a larger security strategy known as identity management. This is composed of a set of technologies and practices that allow us to control access to resources and data to a very fine degree and for the entire “lifecycle.” 
Lifecycle means the length of time that a device is in the network or a person is a part of the organization. According to IT policy, the lifecycle process is usually maintained by an administrator from the time of registration on the network to the time an account or identity is closed. Keeping track of user identities and of closed accounts and device identities is important since these can be used to compromise the networks.

Lightweight Directory Access Protocol (LDAP)
The Lightweight Directory Access Protocol (LDAP) is used by most of today’s networks to manage user identities. LDAP provides a method of storing user names, locations, access rights and other information in a special database known as a directory. In a predominantly Microsoft Windows environment, the proprietary version of LDAP, known as active directory, will almost certainly have all the user information required to allow you to get e-mail, surf the Web, access files and perform any other actions on your computer and network that are associated with your job function. 

Using a part of the LDAP protocol known as Bind, a user’s password is authenticated against a password repository (database), and then against the LDAP listing for the user. This confirms that the correct password has been presented and allows access to the resources for which the LDAP listing is authorized. 

Unique Identities
One characteristic of identity management is that it forces us to create unique identities for every user in the network. This means that no two users can have the same identification (usually referred to as a user ID) and their identity information must be uniquely theirs (user rights and permissions, etc.)
This is much like having a unique key to a lock. Only your key can open the lock, just as your identity information is the only way to access your authorized applications and resources on the network. (See Ohio IT Policy ITP-B.3, “Password and Personal Identification Number Security.”)

Password Protocols

The earliest, simplest and one of the most effective protocols used to transmit and authenticate passwords across a network is the Password Authentication Protocol (PAP). PAP was originally designed to be used over simple, point-to-point connections (like modem to modem) using the point-to-point protocol (PPP). Simply put, in PAP you send your password in clear text to a server or host (or even the modem), and if you are in the host’s database, then an acknowledgement is sent back allowing you to access the host. 
A more secure version of PAP, called CHAP, or Challenge-Handshake Authentication Protocol, keeps re-authenticating the connection during the session to prevent someone from capturing the information and “highjacking” the session to compromise the network.
Password Compromises

There are several strategies that a hacker or someone with malicious intent toward a network could use to figure out passwords. Most of these involve some type of automated software tool that assists the hacker. Some of these techniques are:

· Brute force password cracking. This type of an attack is just what it sounds like. The hacker starts feeding many different combinations of letters, numbers and special characters against a password authentication screen in an attempt to get the “right” combination. These usually start with simple phrases like “password” and “Administrator” or “mom,” and then progress through more complicated combinations. This type of attack forced a limitation on the number of “tries” before the password prompt timed out. The software gets around that now by waiting for the timeout and starting again. 

· Dictionary attack. This is similar to the brute force attack except that it concentrates on words found in Webster’s Unabridged New World Dictionary. Because most people feel they can’t remember a random combination of characters and use regular words as passwords, this has proven very effective. It also circumvents the time-out (attempt limit) in the same way as the brute force tool. 

· Automated “logical” hacking software. There are many good password hacking applications, such as L0phtcrack, that have legitimate use in an IT environment when employees forget their self-generated passwords.  Unfortunately, these can be used for unethical purposes as well. L0phtcrack is a tool that “hackers” have successfully used as a password cracker for several years.  It has been modified over time by the hacker community so that it has many variants that are based upon its original capabilities or some combination with other hacking programs.  Some variants of this software will employ logic about how people develop personal passwords against a specific operating system’s (OS) password rules. For example, if it’s known that the OS forces a user to not repeat the same password within a year, some password cracking variants check six of the eight characters of a previously compromised password to see if they’ve remained the same. Another password rule that some password crackers check for and attempt to exploit, especially in Microsoft Windows, is one that forces the use of numbers or “special” ASCII characters in the password’s composition. The variant tool uses standard and logically-derived password combinations and inserts special characters into the “forced” password attempt. Thus the user may follow the rules correctly, but with the smart logic of such tools, the password becomes vulnerable.

Some “pirate” variants of password cracking software, originally based on L0phtcrack and other successful hacker tools, will attempt to bypass the OS limit on the number of attempts permitted during log-in. During this type of attack it uses only what it deems to be the “most promising” passwords. It forces passwords, and if it is unsuccessful and “locks out” the account, it stores the number of attempts for lock out in that system. The OS logs the number of attempts and can configure the account to “reset” after a pre-set waiting period, or after a legitimate user works through the proper channels to get the account unlocked. Some of these variants can monitor this “reset” information and use it for the next attack. The cycle continues until it successfully compromises the system. This is why it is important to examine logs or configure the IDS to look for failed log-ins even if they do not lock out the account.
Password Security Strategies
If a hacker can guess or discover your password through any of the methods noted above, he or she can perform any function or see any information on the network for which you are authorized. 

The simplest and best password security strategy, of course, is don’t write it down!
Other strategies to improve password effectiveness and make the use of automated hacking tools less effective are as follows:

· Length and composition. As we noted earlier, a password and a PIN are actually the same thing. A PIN is usually shorter in length than a password or is characterized as a “smaller secret.” Usually this means that it’s easier to remember. The amount of time required to “crack” a password is directly related to the number and type of characters it contains.

For example, if you have a password policy requiring eight characters, all of which must be uppercase, you will provide your users with a potential total of 208,827,064,576 (nearly 209 billion) passwords. It would take only one PC with a utility such as L0phtcrack just over six hours to crack.
If you require users to have an eight-character password that must employ any of the 94 printable ASCII characters, there are 6,095,689,385,410,820 (about 6x1015 or 6 quadrillion) potential combinations, which would take more than 7,300 days to crack using a single PC and more than 175 hours using a distributed network of 1,000 PCs. Most hackers won't be that patient, and they aren’t going to have that kind of power at their disposal. 

· Aging. The amount of time that a user is allowed to keep the same password is a value called aging. Generally, the longer you keep the same password, the easier it becomes for someone to either guess it or crack it. As you can see from the discussion of password length, a well-constructed password might take a long time to crack, but any password can potentially be cracked given enough time. The best way to limit the amount of time an attacker has to crack a particular password is to change it regularly — typically every 90 days. This also thwarts anyone who may have intercepted it or just observed you typing it in. Note that when setting password maximum age, it’s also important to use password history and to set a minimum age of one day. Otherwise, a user who wants to re-use the same password can simply change their password multiple times in a few minutes, and get back to the same password they had at the start of the day.
· History. The amount of time that must elapse before you can re-use a password is a value called history. It does not make sense for us to ask you to create a password that is hard to break, and then ask you to change it every 3 months to protect it, and then allow you to keep on using the same three or four passwords forever. Many organizations extend the history value to 18-24 months or as many as 15-20 previous passwords. It’s a lot harder to crack a set of 15 passwords than just two or three.

· Lockout / reactivation. One good way to deter someone who is trying to crack your account by guessing passwords or using an automated tool to compromise your log-in is to limit the number of times that an incorrect password can be entered before the account is locked-out or temporarily deactivated. 

· Encryption. Locking out accounts when a certain number of incorrect passwords have been entered will deter even a good attacker. However, a determined, sophisticated hacker will probably not use the operating system or application log to try to access a system. Instead, he or she will “sniff” the network connection to capture the password’s encrypted hash as it travels over the network. (For more information on network sniffing, see the IT Security White Paper, “Intrusion Prevention and Detection.”) There are automated tools that a hacker can then use in an attempt to decrypt the password. At the end of the process, the hacker has the password and can just log-in.

The level of encryption applied to the transmission of passwords should be strong enough to thwart this kind of attempt. Generally speaking, the encryption should be stronger (harder to crack) as the level of sensitivity or cost of compromise (liability, for example) increases. For most government systems, this is never less than the 128 bit version of the Advanced Encryption Standard. 

· Display of passwords. It is common sense that if the most important way to protect your secret password is not to write it down, you also don’t want it to be visible to anyone who happens to glance at your screen while you type it in day after day. This is why most applications, operating systems, Web sites and other utilities that require passwords “mask” or do not display them. Instead, the most common method is to replace the actual character with an asterisk (*). 
· Secure storage of passwords. As we discussed earlier in connection with identity management, user passwords are normally stored in a database against which log-in requests are compared. 
Obviously it would not do much good to implement a security policy requiring passwords of adequate length, aging passwords, and forcing a long history before reuse if we made it easy for a hacker to get on the network and see what everybody’s password was. 

For the most part, operating systems can do a pretty good job of hiding and encrypting these files, but there are applications that can be used in addition to normal storage to further safeguard your passwords. Examples are Wolff Software’s Password Keeper, Counterpane’s Password Safe, and iJEN’s PassMan.

· Password saving. Password saving is a function of many browsers and operating systems and is provided as a convenience to the end user. Unfortunately, if you have this feature enabled and have stored all of your passwords in the browser’s cache, then all a hacker would need to do is crack that file (which will not be encrypted, particularly on a browser) and your log-in/password information is compromised. 

Also, if you walk simply away from your computer for a short period of time, anyone can walk up to the computer (unless you have locked the screen) and log into any of your personal and business connections. For this reason, most organizations disable the “password save” functionality in their baseline configurations.

Password Administration

Most agencies designate an authority or administrator to oversee the aspects of identity management and password administration. In many cases, identity management is maintained by a human resources (HR) department since they most often process employees into and out of an organization and maintain the organizational information that is used to populate the LDAP or other IT identity management technology.

Password administration, on the other hand, is almost always the domain of an IT system administrator — or network security administrator if your agency has a dedicated security staff. These individuals are responsible for the day-to-day maintenance of the password database and the setting up and deactivation of accounts based on information received from human resources. 

When an administrator is notified that an employee is no longer with the agency or that a user’s password has (or may potentially) become known to others, the administrator should immediately deactivate that user’s account. This is known as account revocation. By policy, most organizations set a time limit on revocation, requiring that an account be deactivated within a short time after notification has been received by the administrators. (See Ohio IT Policy ITP-B.3, “Password and Personal Identification Number Security,” for deactivation requirements.)

Default Passwords and Password Distribution
Many applications and devices come “out of the box” configured with a standard or Default password. This is especially true of networking equipment. 

As soon as you power up a new computer or networking device, check to see if it has a default log-in and password. If so, immediately change this. Many agencies have specific policies regarding how this is done. 

Also, in many agencies the IT staff issues a temporary password when a new user is added to the network. Even though, by policy, IT staff members take the utmost care in preserving the security of temporary passwords, you should always log-in and change this password to your secret password (according to policy) as soon as possible. (See Ohio IT Policy ITP-B.3, “Password and Personal Identification Number Security.”)

Special Privilege Accounts 

It is always bad when a user’s account is compromised by somehow obtaining a password. It is disastrous, however, if that password belongs to one of the privileged accounts. These are usually characterized as “administrator,” “super user,” or “Root” accounts, depending on whether you use Windows or some variety of UNIX. An administrator account is the equivalent of the “keys to the kingdom,” because these accounts allow access to virtually any information and functionality on the network or host that is compromised. 

One way to lessen the impact of compromise is to limit strictly the number of individuals who are issued root or administrative accounts. Another way is to divide the root or administrative functions among a group of individuals so that no one person has access to all of the functionality on the system or network. (See Ohio IT Policy ITP-B.3, ”Password and Personal Identification Number Security.”)
End-User Education
The best way to ensure that any policy is carried out daily is to educate your end-user community. The most successful agencies issue guidelines and other training material to new users to help make them aware of policies and known issues related to the network and applications typically used by the employee. This can be a part of a new-hire package or provided later as part of an IT package. 

It is important to emphasize to end users that each employee is responsible for the security of their own passwords. All of the technology and practices we have outlined in this white paper will not help if you are careless in guarding your password. (See Ohio IT Policies ITP-B.3, “Password and Personal Identification Number Security,” and ITP-B.8, “Security Education and Awareness.”)
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